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1. Tepmune! u onpenenenus
[lepconansnple nandpie (ITJH) - mobas MHOPMALMS, OTHOCALUAACS K TMPSMO WM  KOCBEHHO

ONpEIeICHHOMY WIIH ONpefeieMoMy dusnyeckoMy Ly (cy6bekty I1]IH).

Orneparop - rocynapcTBEHHBIH OpraH, MyHHLMNAibHbIA OpraH, HOpHIMYecKoe WM (QH3HYECKOE JIHLO,
CaMOCTOATE/IBHO HJIH COBMECTHO C APYTMMH JIMIAMH OPraHU3yIOLIUE U (HIIH) ocywecTsisomue obpadorky I1/1H,
a TaKKe ompenesstomue uean odpaborku ITJIH, cocrap IT/[H, momiexamux obpaGoTke, neHCTBUs (onepawmy),
cosepiaemsie ¢ [1/x.

OGpabotka I1]TH - moGoe neficTeue (onepauys) wiu COBOKYIMHOCTP NEHCTBHH (OnepaLuii), coBepiaembIx
¢ MCIIONb30BAHUEM CPECTB aBTOMATHM3ALMK WK €3 MCMONb3oBaHHs Takux cpenacts ¢ I1J[H, BKIouas cbop,
3allCh,  CHCTEMATH3AlMIO, HAKOIUIEHWE, XpaHeHHe, yTOouHeHHe (OGHOBEHWe, H3MeHeHHe), U3BJIEYEHHE,
HCIIO/Ib30BaHKE, Mepenavy (pacmpocTpaHeHMe, TpEAOCTaBIeHHe, AOCTYI), O0Ge3IHUHBaHME, O710KMpOBaHue,
ynaiienue, yauuroxenue I1][u.

ABToMaTH3MpoBanHas o6paGorka I1][n - o6paGotka [1][1 ¢ MoMomIBIO CPEACTB BBIYUCIIUTENBEHON TEXHUKH.

Pacnipoctpanenwe ITJIH - nelicTByA, HaNpaB/IeHHbIE Ha packpsitre I1]lH HeonpeneieHHOMY KpyTy JHL.

Hpenocraenenne ITJJH - nelcTBHA, HampaBiieHHble Ha packpeitve [1/lH onpeneneHHomy nuny wiw
OTpeeIEHHOMY KpYTY JIHILI.

brokuposanue I/IH - BpemeHHOe npekpalueHue obpabortku [1/IH (38 MckmOueHMEM ciyuaes, eciu
o6paboTka HeobXoauMa [t yTouHeHus [1]1H).

Yhuuroxenne II[lH - nmeiictus, B pesymbrare KOTOPBIX CTaHOBHTCS HEBO3MOXKHBIM BOCCTAHOBMTD
conepxanue I1/{s 8 UCI1/IH u (M11H) B pesysibTaTe KOTOPBIX YHHUTOKAIOTCS MaTepHaibHble HocuTeau [1)]H.

OGesnuuusanve I1]1H - neiicTBus, B pesybTare KOTOPBIX CTAHOBHUTCS HEBO3MOXKHBIM 6€3 MCTIOIb30BaHUS
AOTIOTHUTENIBHOM HHGOPMALIMH OTIPENENUTh MPUHALIEKHOCTE 11 KOHKpeTHOMY cybbekTy IT]IH.

Tpaxcrpannunas nepenava I1JIn - nepegaua I1/{n Ha TEPPUTOPHIO. HHOCTPAHHOTO TOCYJAapCTBa OpraHy
BJIACTH MHOCTPaHHOTO rOCYAapCTBa, WHOCTPAHHOMY (GH3HYECKOMY JHILY HIIH MHOCTPAHHOMY IOpPHAHYECKOMY

JIULLY.

2. Hasnauenue u npaBoBast 0CHOBA JOKYMeHTA

[TomuTrka  rocynapcTBEHHOrO  aBTOHOMHOTO — OGpa30BATENBHOTO YUPEXKIEHUS  [OMOJHUTEILHOrO
npodeccroHanbHOro 06pasosanus Braaumupckoii o6macty «BraluMHUpCKUH HHCTUTYT pasBuTus oBpasoBanus
umenn JLH. Hosukosoi» (mamee — WuctuTyT) ompenenser CHCTEMY B3IJISAOB Ha npobsnemy obecneyeHus
GesonmacHoctu I1JIH 1 npencTaBnser coGoit CHUCTEMATHU3HPOBAHHOE W3/I0XKEHHE LieJIelt M 3a/iau 3aIUUThl, KAK OJHO
WM HECKOJNbKO TMpaBWI, MNPOLEYp, MNpPAaKTHYECKHX MNPHEMOB H DYKOBOAAIIMX MPUHLMIOB B  06JacTH
MH(OPMALMOHHOH 6€30MacHOCTH, KOTOPBIMH DYKOBOICTBYETCS WHcTuTyTa B CBOGH HeATENbHOCTH, a Takoke
OCHOBHBIX  TIDHHUMIIOB  MOCTPOCHHS, ~OPraHM3aLMOHHBIX, TEXHOJOTMYECKMX M MPOLEAYPHBIX ACHERTOB
obecreyenns 6€30MaCHOCTH HH(OPMALIHH.

3aKOHOZaTeNbHON OCHOBOM HacTosmed IToNMTHKM ABIAIOTCA Konerutyuns Poccuiickoit enepaumm,
I'paxcnanckui, YronoeHslit kogekcnl, enepanbHsiii 3akon ot 27.07.2006 Ne 152-D3 «O NEePCOHAIIbHBIX JAHHBIX»,
OenepanbHbiii 3ak0H 0T 25.07.2011 Ne 261-03 «O BHeCEHWH H3MEHEHMH B @enepanbHbiil 3ak0H «O
IICPCOHAJIBHBIX MaHHBIX», @DenepanpHbii 3akoH PD or 27.07.2006 Ne 149-03 «O6 UH(pOpMaLHH,
MH(OPMALMOHHBIX TEXHONIOTHAX U 3aIIUTE MHBOPMALHNY, 3aKOHEL, YKa3bl, IOCTAHOBJICHHS, IPYTHE HOPMATHBHbIE
AOKyMEHTBI IEHCTBYIOIIEro 3akoHOAaTe bcTBa Pocemiickoit Meneparuy, AokymeHTl @CTOK u OCE Poccun.

Hcnonssosanve nanHoit IToNMTHKM B KauecTBe OCHOBBI IS NOCTPOEHHSA KOMIUIEKCHOM CHCTEMBI
MHOPMALIMOHHOMH  Ge30MacHOCTH  MHbOpPMALKK HMHetutyta  no3BosuT  onTMMM3HpOBATH 3aTpaThl Ha ee
TIOCTPOEHHE. '

Ilpu paspaboTke ITONMTHKHM YYUTHIBAIHCH OCHOBHBIE NPHHUMIIBL  CO3JAHUS KOMIUIEKCHBIX CHCTEM
obecrieyeHnst 6e30MaCHOCTH HH(OPMALMH, XAPAKTEPUCTHKH M BO3MOKHOCTH OpraHM3alMOHHO-TEXHUYECKHX
METOLIOB M COBPEMEHHEIX allllapaTHO-NPOTPAMMHEBIX CPEACTB 3AIKUTHI H [POTHBOAEHCTBHS Yrpo3aM 6e30MacHOCTH
HUH(pOopMaLHH. ,

OcHosHbre nonoxenus IToauTHkH 6a3UpyIOTCS Ha KAYECTBEHHOM OCMBICIIEHHH BOMPOCOB 6€30MacHOCTH
MH(OPMALMH H HE 3aTParuBaloT BOMPOCOB SKOHOMHUUECKOrO (KOJIHYECTBEHHOr0) aHAIM3a PUCKOB M 0GOCHOBAH M
HEOOXOMMBIX 3aTPaT Ha 3alMTy MHQOPMALMH. '

3. OCHOBHEBIMH 061LEKTAMH CHCTEMBI 6€30IACHOCTH unpopmanuu B UucTuTyTe iBAsIIOTCS:

- MH(OPMALIMOHHbIE DECYpPChl C OIpaHMYeHHBIM JOCTYIIOM, cogepxawmne IIJ[H W comyTcTBYOLILY1O
MH(OPMALIIO, HEe COCTABIIAIOLIYIO [OCYAaPCTBEHHYIO TaHHy, O POOMBLIMXCS M 3apPErHCTPUPOBAHHBIX MO MECTY
JKMTEJECTBA O0YHAIOLIHMXCS, B TOM HHCIIe CBeleHHs 060 Beex aTanax o0yueHHs nerei;

- mpoueccl 00paGoTkH HMH(OpPMaLKMM B HHMDOPMALMOHHONH CHCTEME (nanee — HC), undopmauronHsie
TCXHOJIOTHH, PerIaMEHTBI M NpOLEAypbl cOopa, 06paGoTKM, XpaHeHHs M Nepefaud MHpopMaLmw, riepcoHal
TI0/Ib30BaTeNIei CHCTEMBI H €€ 00CITy)KHBAIOLIMH NIEPCOHAT;
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- MHQOPMALMOHHAs HMH(PACTPYKTYpa, BKIIOUAIOLIAS CHCTEMbI 00paboTkn M aHanuza uHdOpMaLMK,
TeXHUYECKME M NpOrpaMMHBIE CpeiCTBa ee OOpaGOTKH, Ilepeauyd M OTOGPaXKEHHS, B TOM UHMCIe KaHaJIbl
UH(DOPMALMOHHOIO OOMEHa H TCJICKOMMYHHKALNH, CHCTEMBl M CPEACTBA 3alUUTBl MH(QOPMALIMH, OOBEKTH M
MOMEIICHHA, B KOTOPBIX PACIIONONKEHBI TEXHHIECKHE CPECTBA 06paboTKM MHMOPMALIHH.
4. HHTepecnl 3aTparuBaemMbIx Cy6beKTOB HHGOPMALHOHHBIX OTHOLIHHI]

Cy0OpexraMu MHGOPMALIMOHHBIX OTHOLIEHHMH npH odecrieyeHUH GE30MaCHOCTH vHpopmaunu MucturyTa
ABJIAFOTCA:
- HMHetntyT, Kak COGCTBEHHHMK HH(OPMALIMOHHBIX PECYpCOB M TEXHHYECKMX CPeACTB 00paboTka
uHpopMaruy;
- CyOBbeKTbl MEPCOHANBHBIX NAHHBIX, PONHMBIUMECS M 3apETHCTPHPOBAHHBIE IO MECTY JKMTEIbCTBA
obyyaromuecs.

Ilepeuncnennsle cy6bekTbl HHGOPMALMOHHBIX OTHOLIEHHI 3aHHTEPECOBaHBI B 00ECMEUEHUH:
- CBOCBPEMCHHOI'0 I0CTYINA K HEOOXOAMMOK MH(OPMaLK (A0CTYTHOCTS);
- AOCTOBEPHOCTH (IIOJHOTBI, TOYHOCTH, 8€KBATHOCTH, LIENOCTHOCTH) UHpOpMaILHH;
- KOH(HIEHUHMATEHOCTH (COXpaHEHH S B TaliHe) uH}popMaLHH;
- SalIHTEIL OT HABASBIBAHHS MM JIOXKHBIX (HeLOCTOBEPHBIX, HCKaKEHHBIX) HH(OPMALIHH;
- PasrpaHHeHUA OTBETCTBEHHOCTH 3a HAPYLIEHHS WX MpaB (MHTEPECOB) M YCTAHOBIEHHBIX npaBul
oOparuenus ¢ HHdpopmarMei;
- BOSMOHOCTH = OCYLIECTBIICHHA HENPEPBIBHOrO KOHTPONA M YNPAaBIAEHHA MPOLEeccamu obpaboTku u
nepena4yu HHQOpPMaIINy;
- 3aLIMTEl HHPOPMALIMK OT HE3aKOHHOTO PACHIPOCTPAHEHHS.
4.1.  Ieau 3amHTBI

OCHOBHOI LIeNIBIO, HA TOCTHXKEHHE KOTOPO#H HATIPABIIEHDI BCE TIOMOMKEHHS Hactoswein [Tonmuruky, sensercs
3allUTa CyOBEKTOB HH(OPMALMOHHBIX OTHOLIEHHH MHCTHTYTa OT BOBMOMKHOIO HAHECEHHS HM MaTepHallbHOTO,
(pu3HYECKOr0, MOPATILHOTO WM HHOTO yiuepGa, MOCPEACTBOM CJly4aitHOTO HIH IIpeIHAMEPEHHOr0 BO3AEHCTBHS Ha
MH(OPMaLHIO, HX HOCHTEITH, IIPOLECChl 06paboTKH 1 nepenayu.

YkasaHHas Uenb JOCTHraeTcsi MOCPENCTBOM OGECTIEYEHMS M MOCTOSHHOIO TIONAEPIKAHUS  CITEYFOLLHX
CBOMCTB HH(pOpMALIUH: ~
~ AOCTYMHOCTH VI JIETaJbHBIX TOJIb30BaTe el (yCTOMUYHBOIrO (DyHKLMOHHPOBAHMS MH()OPMALMOHHBIX
cucteM MHCTUTYTa, PH KOTOPOM I10JI30BATENH HMEIOT BOIMOXKHOCTS MOTy4eHHs HEOOX0AMMO# MHDOPMALK 1
Pe3yJIbTaTOB peIleHUs 3a/1a4 3a PHEMJIEMOE /IS HUX BpeMs);
- UEJIOCTHOCTH W ayTeHTHYHOCTH (NMOATBepXkIAeHHe aBTopetBa) [T[[H, XpaHUMBIX M obpabaTbiBaeMbIX B
MH(OPMALMOHHEIX cHcTeMax MHCTHTYTa U epenaBaeMoii o KaHamam CBS3H;
- KOHQHAECHIIMAIBHOCTH - COXPaHEHHs B TaliHe OMPEZENIEHHON YacTH MH(OPMALMH, XPaHHMOM,
o6pabaTriBaeMoii 1 NlepefaBaeMoii [0 KaHAIAM CBS3H.

HeoOXxonumelii  ypoBeHb  HOCTYNMHOCTH, LEIOCTHOCTH M KOH(QHAEHUHATBHOCTH — MH(OpPMALIHK
00ecreunBaeTcs COOTBETCTBYFOLUMMU MHOXKECTBY 3HAYMMbIX Yrpo3 METOJaMH U CPEACTBAMH.
4.2.  OcHoBHbIE 32/1a4H CHCTeMbI 0GecnedeHHst 6e30MacHOCTH HHpopManuu

JUIs DOCTHXKEHHS OCHOBHOM LieNH 3alUWThl U OBecrneueH s YKa3aHHBIX CBOMCTB WHGOPMALUM CHUCTEMa
obecnieyeHHss HH(POPMALHMOHHOH Ge30macHoCTH HUHeruryta pomkHa obecniedusath shdekTuBHOE peleHne
CJIEYIOIINX 3a/1aY:
- CBOCBPEMEHHOE  BBIABICHHE, K OLEHKA M IMPOrHO3UPOBAaHHE HCTOYHHKOB YIpo3 UH(DOPMALUMOHHOH
0€30MaCHOCTH, NPHYMH M YCIOBMH, CHOCOGCTBYIOLIMX HAHECEHHIO yuepba 3auHTEpecOBaHHbIM CyGbeKTam
MH(OPMALHOHHBIX OTHOLICHHH, HAPYLIEHUIO HOPMAIBHOTO (bYHKLMOHHPOBaHUS HHPOPMALIMOHHBIX CHCTEM:;
- CO3/IaHHE MEXaHU3Ma OIIEPATHBHOTO PearupoBaHMs Ha Yrpo3bl Ge30NacHOCTH MHADOPMALMK H HEraTHBHbIE
TEHIEHLINH;
- CO3MIaHMe YCJIIOBMH [UIA MUHHMM3aLMH M JIOKQIH3aUMH HaHOCHMOIO ywep6a HenpaBoMepHBIMH
ACHCTBUAMH (M3HYECKMX M IOPHANYECKHX JIHLI, OCIAGIeHHe HEraTHBHOIO BIMSHUS H JIMKBUIALMS TIOCTENCTBUH
HapyIlleHHs 6€30MacHOCTH HHPOPMALIMH; .
- 3aIIMTY OT BMELIATE/IBCTBA B MPOLECC (pyHKLMOHUPOBAHHS MHPOPMALIMOHHBIX CHCTEM MOCTOPOHHHX JTHL
(mocTyn K HH(OPMALHOHHBIM pecypcaM JOJIKHBI MMETh TOJBKO 3aperuCTPUPOBAHHBIE B YCTAHOBICHHOM MOPALKE
IT0JIb30BATENH);
- PasTpaHHICHUE NOCTyNa MONb30BaTeNed K MH)OPMAUMOHHBIM, alapaTHBIM, MPOrPAMMHBIM M MHbIM
pecypcam HMHcTHTyTa (BO3MOXKHOCTB HOCTYMA TONBKO K TeM pecypcaM M BBINOJHEHHS TOJIBKO TeX OMepaLuii ¢
HUMH, KOTOPbIe HEOOXOAMMBI KOHKPETHBIM MOJIB30BATENAM ISl BBITIONHEHHS CBOMX C1yKeOHBIX 00sI3aHHOCTEI),
TO €CThb 3alUTY OT HECAHKLIMOHUPOBAHHOIO JOCTYTIA;
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- ofecrieyeHHe  ayTeHTUDMKALMK  TOJb30BATENIEH, YYaCTBYIOLIHX B HMH()OPMALMOHHOM  0OMeHe
(moaTBepKAEHHE TIOITHHHOCTH OTIIPABUTENS H TOTy4aTes HWH(OpMaLIHH);
- 3alMTy OT HECAHKUMOHMPOBAHHOW MOIMGHUKALMM HCMOAB3yeMbIX B HHDOPMALMOHHBIX CHCTEMax
HHcTHTyTa IPOrpaMMHBIX CPENICTB, @ TAKKe 3aUTY CHCTEMBI OT BHEJIPEHHS HECAHKLIMOHMPOBAHHBIX MPOrpamm,
BKJIFOYast KOMITBFOTEPHBIE BUPYCHI;
- 3alUTY MH(OPMALMH OrPaHMYEHHOTO [MOJB30BaHHA OT YTEYKM M0 TEXHHYECKHM KaHalaM npu ee
06paboTKe, XpaHEeHHH H Mepeaade Mo KaHagaM CBA3HM.
4.3.  OcHOBHBIE IYTH pelIeHUs 33124 CHCTEMbI 3aLIHTHI

IocTaBieHHbIE OCHOBHBIE LIEJIH 3ALMThI U PEIIEHHE NEPEUHCIEHHBIX BBILIE 33134 JOCTUIAIOTCS:
= CTPOTHM  yHETOM BCEX MOMJIEKAIMX 3alWTe pecypcoB HMHPOPMALMOHHBIX cHcTeM MHcTHTyTa
(nHopMaLwy, 3a1a4, JOKyMEHTOB, KaHAJOB CBSI3H, CEPBEPOB, aBTOMATH3UPOBAaHHBIX pabo4YuX MecT);
- KYPHATIUDOBAHWEM  NEHCTBHH MepCOHaNa, OCYLIECTBIAIOWEr0 OGCHy)KHBAHHE M MOAM(DHKALIIO
NPOrpaMMHBIX H TEXHHYECKHUX CPEACTB HH)OPMALIMOHHBIX CHCTEM;
- MONHOTOM, ~peabHOW  BBIMOIHUMOCTBIO M HENPOTHBOPEYHBOCTBIO TpeGOBaHHii OpraHH3aLHOHHO-
pacropAnHTeIbHBIX AoKyMeHToB HHCTHTYTa N0 Bonpocam oecrieueHns Ge30MacHOCTH MHpOpMALHH;
- TMOATOTOBKOH JOJKHOCTHBIX JIML (COTPYAHHKOB), OTBETCTBEHHBIX 33 OPraHH3ALMIO H OCYLIECTBJIEHHE
TNIPAKTHYECKHX MEPONPUATHIA 110 06ecneuenmro GezonacHoctu [1]TH 1 mponeccos ux o6paboTkuy;
- HaJIeICHHEM K&XIO0ro COTPYIHHKA (TMOJIB30BATENA) MUHHUMAIBHO HEOGXOMUMBIMH [UIS BBIMONHEHHUS WM
CBOMX (QyHKLIMOHAIBHEIX 0GA32HHOCTEH MOTHOMOYHSIMH 110 AOCTYMy K HH(pOpMalUMOHHBIM pecypcam MucTuTyTa;
- HETKHUM 3HAHUEM H CTPOTHM COOJIFOIEHHEM BCEMH MOIB30BATENAMH HH(OPMALIHOHHBIX CHCTEM Wucruryra
TpeGOBaHMHA OPraHM3aLMOHHO-PACHIOPAAMTENBHBIX IOKYMEHTOB 0 Bonpocam ofecrneyeHus G(Ge30MacHOCTH
uH(opManuy;
- TNEPCOHATIBHON  OTBETCTBEHHOCTBIO 32 CBOM [EHCTBHMS K&XIOTO COTPYAHHKA, B paMKax CBOHMX
(YHKLHOHABHBIX 0643aHHOCTE HMEIOLIEro AOCTYT K HH()OPMALIHOHHBIM pecypcam UHcTHTyTA;
- HETIpEPBIBHBIM  TIONEPKAHHEM HEOOXOAMMOrO YpOBHS 3alUMLIEHHOCTH 3J1EMEHTOB HH(OPMALHOHHOM
cpensl;
- NPUMEHEHHEM (HM3HYECKHX H TEXHHYECKHX (IPOrpaMMHO-arnapaTHbIX) CPEeACTB 3aIlUThI pecypcos
CHCTEMBI U HENPEePhIBHON aIMUHHCTPAaTHBHON MOLIEPIKKOM MX MCITIOB30BAHHMS,
- 30 heKTHBHEIM KOHTPOJIEM Hal cOGMIOIEHHeM M0JIb30BATENIMH MH(OPMALIMOHHEIX pecypcoB TpeGoBaHHiA
110 obecreyeH o 6e30MaCHOCTH HH(OPMALWH;
- IOPUIIMYECKOHN 3allMTON MHTepecoB WHCTUTYTa NpM B3aUMOZEHCTBMM C BHEIUHHMM OpraHu3aLHUsIMH
(cBsI3aHHOM ¢ 0OMeHOM MH(OpMAaLHeii) OT MPOTHBONPABHBIX AEHCTBHH, Kak cO CTOPOHBI 3THX OpraHM3aLMi, Tak 1
OT HECaHKUMOHUPOBAHHBIX NEHCTBHH 0GCITyKMBAOLIETO epCOHaa U TPEThHX JIHLI.
S. Ilocrpoenne cucrembl, oGecnedeHHss Ge30MACHOCTH undpopmannn  Hucruryra, u  ee
$byHknHOHHpOBaHHE NOTKHBI OCYIIECTBIATHCS B COOTBETCTBHH CO CIEAYIOLMMH OCHOBHBIMH MPUHLIUIIAMH:
5.1.  3akoHHocTHL

Ilpennonaraer ocCywlecTB/IeHHe 3aIUMTHBIX MEPONPHATHH M  pa3pabOTKy CHCTEMBI Ge30MaCHOCTH
uHpopmauru MHCTHTYTa B COOTBETCTBHH ¢ A€HCTBYIOLIMM 33KOHOATENLCTBOM B OBNACTH 3aLLHTHI UHpOpMALIKH,
a TakoKe ApYTruX 3aKOHOJATEIbHBIX aKTOB 110 Oe30nmacHocTH HH(opmaunu PO, ¢ npuMeHeHHeM Beex 03BOJIHHbIX
METONOB OOHApY)KEHHA W TpecedyeHHs MpaBOHApYLUEHMH Npu paboTe ¢ uHpopmauei. IlpuHsaTeie Mepb
6esomacHocT I1/[H He MOMDKHBI MPENATCTBOBATH AOCTYITY NIPaBOOXPAHUTEJIBHBIX OPraHOB B NPEAYCMOTPEHHbIX
3aKOHOJATEIbCTBOM CITy4asx.

Bce nonbzosarenn MC NOKHBI MMeTh TIpefcTaBiieHHEe 06 OTBETCTBEHHOCTH 3a NPaBOHAPYLIEHHS B
00671aCTH 3aIUTHl HHPOPMALIHH.
5.2.  Cucremnocrs

CHCTEeMHBIH 10AX0/ K MOCTPOCHHIO CHCTEMBI 3alMThl MHGOPMALIAN B HUncruryre npeanonaraer yuer cex
B3aMMOCBS3AHHbIX, B3aHMOJCHCTBYIOLIMX W HM3MEHSAIOWUMXCS BO BPEMEHH BJIEMEHTOB, YCIOBHH W (hakTopos,
3HAYMMBIX U1 IOHMMaHHA M pelleHus npolieMbl obecnieueHns Ge30MacHOCTH HHOPMALIHK.

Ilpu cosnaHuMK CHCTEMBI 3allUTHI HOJDKHBI YYHTHIBATECS BC claGble M HamboNee ya3BuMble Mecta UC, a
TaKOKe XapakTep, BOSMOXHBIE OOBEKTHl M HANPABJEHMS aTak HA Hee CO CTOPOHBI HapyluuTenedl (0coGeHHO
BBICOKOKBAIU(PHULIMPOBAHHBIX 3JI0YMBILIIEHHHKOB).

Cucrema 3alIMTBl JOMKHA CTPOUTBCS € y4ETOM HE TONBKO BCEX W3BECTHBIX KAHAJIOB TIPOHUKHOBEHHS H
HECaHKUMOHHPOBAHHOIO NOCTYNA K WH(OPMALKMHM, HO M C yYEeTOM BO3MOXKHOCTH MOABAEHHS MPUHLMITHANLHO
HOBBIX ITyT€H peaiu3alvi yrpo3 6e30MacHOCTH.




5.3. KommiekcHOCTb

KomrutekcHoe Hcronb3oBanne MeTonoB u CPeICTB 3aLUWTBl KOMIIbIOTEPHBIX CHCTEM MpeJrnosiaraeT
COTTaCOBAHHOC MPUMEHEHHWE pPasHOPOIHBIX CPEACTB MpH MOCTPOCHHH LETOCTHON CHCTEeMb] 3aLLHTHI,
NEPEeKPLIBAIOLIEH BCE CYILIECTBEHHBIE (3HAUMMbIE) KAHANBI PEATH3ALIMHA Yrpo3 M He colepikallei cnabblX MecT Ha
CTEIKAX OTHE/IBHBIX €€ KOMIIOHEHTOB. 3allHTa NODKHA CTPOMTHCS SILUEIOHHPOBaHO. BHellHss 3aiwuta JOJKHA
o0ecreunBaThes GPU3HUECKUMH CPeICTBAMH, OPraHH3aLHOHHBIMH H NPaBOBBIMH MepaMHu.

S5.4. HenpepbIBHOCTD 3aIHTHI

ObGecrieuenue Ge3omacHOCTH HHpOpPMALKK - Tporece, OCyIIeCTBAEMEIH pykoBoacTBoM HHcTuTyTa,
aAIMHHHCTPAaTOPOM (€30MacHOCTH MH(OPMALMK (OTBETCTBEHHBIM 32 OpraHM3aLMio 00pabOTKH MepcoHaNbHBIX
JaHHBIX) M COTPYOHHMKAMH BCEX YPOBHEH. DTO He TOJBKO H HE CTONBKO mpoueaypa WM IMOAMTHKA, KOTOpas
OCYLUECTBJIACTCA B OMPEAC/ICHHBIH OTPE3OK BPEMEHH WJIM COBOKYMHOCTb CPEACTB 3ALUMTBI, CKOIBKO npouecc,
KOTOpBIA JOJDKEH MOCTOAHHO HMATH Ha BCEX YPOBHAX BHYTPH MHCTHUTYTa M KaXmbli COTPYOHHMK AOJKEH
TIPUHUMATD yHaCTHE B STOM NpoLEcce. JleATeNbHOCTh N0 06ecredeHHI0 HHPOPMALHOHHON 6e30MaCHOCTH SBISeTCs
COCTaBHOH 4aCTBIO IOBCeIHEBHOH mesTensHoctd WHeTnryra. U ee 9 (EKTUBHOCTD 3aBHCHT OT YuacTs
pykoBsozncTsa MHcTHTYTa B 06ecnevenn HHpOPMALHOHHON 6€30MacHOCTH MHbOpMaLHH.

Kpome Toro, 60/1bLIHHCTBY GU3HUECKHX M TEXHHYECKHX CPEICTB 3aLUMTbI U1 3(h(HEKTUBHOTO BIMOTHEHHS
CBOMX (YHKLMH Heo6XOIMMa MOCTOSHHAS OpraHM3aLMOHHAS (aAMMHHCTPaTHBHASA) MOIEPXKKA (CBOEBpeMEHHAS
CMEHa M obecreyeHHe NPaBHIBHOIO XpaHeH s U NIPUMEHEHHsS MMeH, napoJen, rnepeornpeaeneH1e NoJTHOMOYMH U
T.1L). IlepepsiBel B paGoTe CpefcTB 3alIMTEI MOIYT GBITH MCIIOIB30BAHLI 3JIOYMBIIIJIEHHUKAMU [T aHaJlk3a
IIPUMCHACMBIX METOLAOB M CPEACTB 3aIUMTHl, IS BHEAPEHUS CIHELHATbHBIX NPOrpaMMHBIX U amMapaTHbIX
"3aK1a10K" M APYTHX CPEACTB NPEONOICHHUS 3aIUTHL.

5.5.  CpoeBpemeHHOCTD

Ipeanonaraer ynpesxaarouumii Xapaktep mep obecrieueHHs ©6€30MacHOCTH HHGOPMALMH, TO ecTh
MOCTAHOBKY 3a/la1 MO KOMIUIEKCHOH 3alluTe MH(pOPMALMH W peanu3aLHio Mep obecriedeHus Ge30MacHoCTH
MH(QOPMalMH Ha PAaHHMX CTAOMAX pa3paboTKH MH(QOPMALIMOHHBIX CHCTEM B LEJIOM W HMX CHCTEM 3alLUThI, B
YaCTHOCTH.

Paspa6oTka CHCTEMBI 3alUMTEI IOMKHA BECTHCH NapajieibHo ¢ pa3spabOTKOM M pasBUTHEM caMux
3aLUMIIAEMBIX HH(OPMALMOHHBIX CHCTEM. DTO MO3BOMHT Y4ECTh TpeOoBaHus GE30NACHOCTH IPH NPOEKTHPOBAHUH
APXMTCKTYPbl H, B KOHEYHOM cuere, co3uath Gosee dddekTHBHble (kak Mo 3arTpartam pecypcoB, Tak M mno
CTOHKOCTH) CHCTEMBI, 06/1a/af0LIHe AOCTATOYHBIM YPOBHEM 3aLMILEHHOCTH.

5.6.  IlpeeMCTBEHHOCTb H COBEpPILEHCTBOBAHHE

lIpeanonaraer MOCTOSHHOE COBEpIIEHCTBOBAHHUE MEp W CpEICTB 3alMThl MHGOPMALMHM Ha OCHOBE
PEEMCTBEHHOCTH OPraHH3aLMOHHBIX H TEXHHYECKUX PELIEHHH, KaIpOBOIO COCTABA, AHANH3A (GyHKLHOHUpOBaHHUS
MH(QOPMALMOHHEIX CHCTeM WHCTHTYTAa M CHCTEMBI MX 3allTBI C Y4eTOM H3MEHEHHH B METOJaX M CpeicTBax
nepexsata HHOPMALMH, HOPMATHBHBIX TPEGOBAHHI IO 3aLuuTe, AOCTHUTHYTOI'O OTEYECTBEHHOTO M 3apyBesKHOro
OITBITA B 3TOH 00JacTH.

5.7.  PasymHasi J0CTATOYHOCTD (3KOHOMHYECKAS 1eJ1ec000pa3HOCTD)

lpennonaraer cooTBeTCTBHE YpOBHA 3aTpaT Ha obecredeHHe Ge30MACHOCTH MH(OPMALHKY LEHHOCTH
MHQOPMALMOHHEIX PECYPCOB M BEJMYHHE BO3MOXKHOTO ymepba OT WX pasIValleHHs, yTpaThl, YTeukw,
YHUMTOXKEHHA M MCKaXKeHWs. Hcrionb3yeMble Mepbl W cpelcTBa oGecredeHus 6e30MnacHocTy MH(DOPMALMOHHBIX
PecypcoB He NO/LKHEI 3aMETHO YXYIIIATh SPrOHOMMYECKHE MOKa3aTenn paGoTshl KomrnoHenTos MC. Msnuuimme
Mepbl 6€30I1aCHOCTH, MOMHMO SKOHOMHYECKOH Hes(hpeKTHBHOCTH, MPUBOIAT K YTOMJEHHMIO W Pa3ipaskeHHIO
HepcoHaa. ‘

Cosgate  abCOMOTHO — HENpeoaoNUMYO CHUCTEMY 3alUMTBl MPHHLUHMNHAIBHO HEBO3MOXHO. I[loka
MHGOPMALMH HAXOAMTCA B OGPALEHHH, [IPHHAMAEMBIE MEPBI MOTYT TOJIBKO CHH3HTH BEPOATHOCTb HETaTHBHBIX
BO3/ICHCTBUI WM ylIep6 OT HHX, HO He HCKIIIOYHTH HX MOJTHOCTBIO. Hpu nocratouHoM KosHyYecTBe BpeMeHH
CpEICTB BO3MOXKHO MPEOA0IeTh JitoOyro 3auTy. [103ToMy HMeeT cMbIciT paccMaTpuBaTh HEKOTOPBIN MPHEMIIEMBIi
YPOBEHB obecrieyeHns GesomacHocTH. BricokoaddekTusHas cucrema 3aLUMTBl CTOMT HOPOTO, HMCMOJB3YET TpH
paboTe CyLIECTBEHHYIO 4acTh pPecypcoB H MOXKET CO34aBaTh OLLyTUMBbIE JOMOJIHUTENIbHbIE HeynoOCTBa
TONIB30BATENAM. BaKHO MPaBHIBHO BEIGPATH TOT JOCTATOUHBIH YPOBEHD 3ALIMTHI, NPpH KOTOPOM 3aTpaThbl, PUCK U
pasmep BO3MOXKHOrO yiuepOa GbITH bl IpHEMIIEMBIMH.

5.8.  IlepcoHanbHAsi OTBETCTBEHHOCTH

Ipennonaraer Bo3noxkeHHe OTBETCTBEHHOCTH 3a obecreueHte Ge30NacHOCTH HH)OPMALIH U CHCTEMBI HX
00paGoTKM Ha KaKIOTO COTPyHHHKA B Mpefelax ero MOTHOMOYMH. B COOTBETCTBUH C 3THM MPUHLHMIIOM
pacTipeie/ieHHe MpaB W OOA3AHHOCTEH COTPYJIHMKOB CTPOMTCS TAKHM OGpasoM, uToGbl B cayvae o6oro
HapylIeHNs KPYT BAHOBHUKOB OBLIT YETKO H3BECTEH WJIH CBEJEH K MUHUMYMY. ‘
5.9.  MuHHMH3AUHSA DOJTHOMOYHI
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OsHavaeT NpefoCTaBIeHHe MOJb30BATENSAM MUHMMANIBHBIX MPAB AOCTYIA B COOTBETCTBHH CO CITyKeGHOM
HEOOXOMUMOCTEIO. JIOCTYN K MH(OPMaLHH NOJDKEH MpeJoCTaBIsThCS TOJIBKO B TOM cilydae U oGbeMe, eciii 3T0
HeoOXO0IMMO COTPYIHHKY IS BBIMOJHEHUS €ro AO/DKHOCTHBIX 00A3aHHOCTEH.

5.10. Hcxaouenne KoHGIHKTAa HHTepecoB (pasieienne GyHKIMIA)

OddextnBHas cucTeMa obecrieueHns HHGOPMALIMOHHOM Ge30MaCHOCTH MPENONaraeT YeTKOe pase/ieH e
O0S3aHHOCTEH COTPYIHWKOB M HCKJIFOYEHHE CHMTyallMH, Korha cepa OTBETCTBEHHOCTH COTPYAHHKOB AOMyCKAaeT
KOHQJUKT HHTepecoB. Cdepsl MOTEHUMAIBHBIX KOHGIHKTOB [JOJDKHBI BBIABIATHCS, MHHHMH3MPOBATHCS, H
HaXOJHTCS MO CTPOIMM HE3aBMCHUMBIM KOHTpOsieM. Peannzauus faHHOro NpUHLKMIA MPEAINONAraeT, YTo He OJUH
COTpPYOHHMK He IO/DKEH HMMETh II0JIHOMOYMM, IO3BOJIAIOLIMX €MY EOHHOJNMYHO OCYLIECTBJIATH BBINOJIHEHUE
KPUTHYHBIX orlepalnii. HaleneHne COTpYIHHMKOB MOJTHOMOYHMSMM, MOPOXKAAIOIUMH KOHQIMKT MHTEPECOB, NaeT
€My BO3MOXXHOCTb ITIOATAaCOBBIBATE HH(OPMALIMIO B KOPBICTHBIX LENSX MM C T€M, YTOOBI CKPLITH NMPOGIEMBI WU
TIOHECEHHBIE YOBITKH. JUJIi CHIDKEHMS PHMCKAa MaHHUITYJHPOBaHHS HHQOpMaLMell M pUCKa XMILEHMS, Takue
TIOJTHOMOYHS JOJDKHBI B MAKCHMMAJIBHO BO3MOXKHOW CTENEHH OBITh Pa3ziesieHbl MEXKIY Pa3THYHBIMH COTPYIHUKAMH
win noapasaenedusMu Mucruryra. Heo6xoaumMo MpoBoaMTE NEPHOAHUECKHE MPOBEPKH 0OA3aHHOCTEH, QyHKLIMI
U JeATeBHOCTH COTPYIHHUKOB, BBIOJHAIOIINX KIIOYEBble (DYHKLIUH, C TEM, YTOOBI OHH HE MMEJIH BO3MOXKHOCTH
CKpBIBaTh COBEpILIEHHE HelpaBOMEpHBIX AelcTBHA. Kpome Toro, Heo0OXoaumMo NpUHUMATh CleLHalbHbIe MEpBI 110
HEJIOMYLIEHUIO CrOBOpa MEXIY COTPYAHHKAMH.

S.11. BszaummogaeiicTBHE H COTPYAHHYECTBO

Ipennonaraer cosganue GaaronpuaTHOH atmocdepsl B KojsiekTHBe MHcTuTyTa. B Takod o6cTaHOBKE
COTPYAHHKH JOJDKHBI OCO3HAHHO COONIOAATh YCTaHOBJIEHHbIE MPaBHIa M OKa3blBATh COAEHCTBUE AEATEbHOCTH
agMHUHHCTpaTopa Ge3onmacHOCTH HHMOPMALKH (OTBETCTBEHHOTO 3a 00paboTKy I1/IH).

BaxkHbIM 91eMeHTOM 3(QQeKTUBHOM cHucTeMbl obecreueHns GesomacHocTH MHbopmauuu B MHcTHTyTe
ABJIIETCS BBICOKAs KylbTypa paboTsl ¢ HHGbopmanmeil. PykoBogctBo MHCTHTyTa HeceT OTBETCTBEHHOCTH 3a
cTporoe coONIOAEHHE 3THYECKMX HOPM M CTaHIApTOB NpO(ecCHOHAIBHOM AESTENBHOCTH, MOAYEPKUBAIOLLIEH M
JEMOHCTPHpYIOLIEH IepCoHally Ha BCEX YPOBHAX BaXHOCTb obecreyeHHs WHGOPMALMOHHON Ge30MmacHocTH
Hncruryra. Bcee corpyanuku MueTuTyra OO/DKHBI  MOHMMaTh CBOK  pofib B MpouUecce  obecriedeHus
MH(POPMALMOHHON 6€30MacHOCTH M MPHHMMATh ydacTHe B 3TOM mpouecce. HecmoTps Ha TO, 4TO BbICOKas
KyJIbTypa obecriedeHuss HHQOPMALMOHHON 6E30MacHOCTH He rapaHTHPYET aBTOMAaTHYECKOrO HOCTHKEHHS LieJieH,
€e OTCYTCTBHE co371aeT OoJblie BO3MOXKHOCTEH A/ HapylueHHs 0e30MacHOCTH WM He o0HapykeHHs (akToB ee
HapyLIEeHHs.

5.12. T'mGxocTh CHCTEMBI 3AIIHTDI

Cucrema obecnieyeHus MHPOpPMALMOHHONW O€30MacHOCTH AOMKHA ObITh CHOCOGHA pearMpoBaTh Ha
M3MEHEHHs BHEIUHEH Cpelpl W YCIOBHH oOCyluecTBieHHs HHCTUTYTOM cBoeil nesTenbHOCTH. B uMcno Takux
WU3MEHEHUHN BXOJMT:
= M3MEHEHHs OPraHU3alMOHHOMN U IITATHOM CTPYKTypbl MHCTUTYTA;

- U3MEHEHHE CYLIECTBYIOIIUX WIH BHEAPEHHE IPHHLUIHAIBHO HOBBIX HHPOPMALIMOHHBIX CHCTEM;
- HOBBlE€ TEXHHYECKHE CPeCTBa.

CBOHCTBO T'MOKOCTH CHCTeMbl obecriedeHHs HH(POPMALMOHHOM Ge30MacHOCTH W30aBISeT B TaKUX
CHTyallUsAX OT HEOOXOIMMOCTH MPUHATHUSA KapIHHAIBHEIX Mep IO [OJTHOM 3aMeHe CPeiCTB W METOAOB 3aLUMThl Ha
HOBBIE, YTO CHIKAET €€ OOLIYI0 CTOUMOCTb.

5.13. OTKpBITOCTHL ANTOPHTMOB H MEXAHH3MOB 3aLIUThI

CyTb NpHHUMIIA OTKPBITOCTH JIFOPUTMOB M MEXaHHU3MOB 3alUTBI COCTOMT B TOM, YTO 34LIMTA He JOJIKHA
obecreunBaTbcs TOJIBKO 32 CYET CEKPETHOCTH CTPYKTYPHOH OpraHM3alli¥ M ajrOpUTMOB (BYHKLHOHHPOBAHHS ee
TIOAICUCTeM. 3HAHHE AITOPUTMOB PaGOTBI CHCTEMB! 3aLIMTHl HE 1O/DKHO JaBaTh BO3MOXKHOCTH €€ MPEOONEHHs
(maxe aBTOpam). 3TO, OJHAKO, HE O3HAYAET, YTO UHGOPMALIKS 00 UCIONB3YEMBIX CHCTEMAX W MEXAHU3MAX 3alllHThl
JOJDKHA OBITH O0ILEAOCTYIIHA.

S5.14. IIpoctoTa NpHMEHEHHS CPEACTB 3ALIUTHI

Mexanusmbl W METOABI 3aLIMTHl AODKHBI OBITh WHTYWTHBHO IOHSATHBI M MPOCTHl B MCIONB3OBAHKH.
ITpuMeHeHHe CPEACTB W METOAOB 3aLIMTHI HE JOJDKHO OBITH CBJ3aHO CO 3HAHHEM CIICLIHAJIbHBIX A3BIKOB MIIH C
BBINOJIHEHHEM JEHCTBHH, TpeOYIOIMX 3HAYMTE/bHBIX JONOJHHTENBHBIX TpPydO3aTpaT MpH OObIYHON paboTe
3aperuCTPUPOBAHHBIX TIOJIL30BATENIEN, a TAKXKE HE JOJDKHO TpeOOBaThb OT IMOJIB30BATENsl BBIMOJHEHHS PYTHHHbIX
MAJIONIOHATHBIX EMY OINEpPaLUi.

5.15. OO0ocHOBAaHHOCTBH M TEXHHUECKAS PeAIH3yeMOCTh

HHdopMalMOHHBIE TEXHOJOTHH, TEXHHYECKHE W INPOrpaMMHBIE CPEICTBA, CPENCTBA W MEPhl 3aLUTHI
MHpOpMALMK JODKHBI OBITh PEaTH30BaHbl HA COBPEMEHHOM YPOBHE Pa3BHTHS HayKH M T€XHHKH, 0GOCHOBaHbI ¢
TOYKH 3PEHHS JOCTHKEHHS 3aJaHHOrO YPOBHA O€30MacHOCTH HHGOPMALIMH U 3KOHOMHUECKO#H Lieecoo0pasHOCTH,
a TaKxKe JOJDKHBI COOTBETCTBOBATE YCTAHOBJIEHHBIM HOpMaM ¥ TpeOOoBaHHAM Mo 6e30MacHOCTH HHOpMaLKH.



5.16. Cnenmammzauus u npodeccHoHATH3M

Hpennonaraer mnpuBnedenne k paspaGorke CPEACTB W  peaju3allMi Mep 3aliMThl MHpOPMAaLWH
CIICHIMATTM3UPOBAHHBIX OpraHu3alui, HauboJiee MNOArOTOBJIEHHDBIX K KOHKpETHOMY BHUAY [EeATENbHOCTH [10
obecrieueHnto  6€30MaCHOCTH  HH(OPMALOHHBIX PECYpPCOB, HMMEIOIMX OMNBIT MPaKTHYECKOH paboTel M
TOCYNapCTBEHHYIO JIMLIEH3HIO Ha TIPAaBO OKa3aHHA yCIIyr B 9Tol oGnactu. Peamusarus AIMUHHCTPATHBHBIX Mep U
OKCILTyaTaliMa CPe[CTB 3aLIUTBl N0/DKHA OCYIIECTBIATECA MPO(ECCHOHATBHO TI0AIOTOBIEHHBIMU CreLHaIucTaMu
HHcTuTyTa (0OTBETCTBEHHBIX 33 OpraHH3aLHIo obpabotku [1/1n).

3.17.  Obs3aTe/IbHOCTL KOHTPOJIS

Ilpennonaraer o6s3aTenbHOCTD | CBOCBPEMEHHOCTE BBISBICHHA W MpECEYEHHs MOMbITOK HapyLueHHs
YCTaHOB/ICHHBIX MPaBHII, oOecriedeHHs 6e30NacHOCTH HHPOPMALIMH, Ha OCHOBE MCIOJIb3YEMbIX CHCTEM W CpeICTB
3alUTHl HHOPMALUH, NIPH COBEPILEHCTBOBAHHH KPUTEpHEB W METOJOB OLEHKH 3(PDEKTHBHOCTH ITHX CUCTEM U
CpEnCTB.

KoHTposib 32 neATenbHOCTBIO MOGOro MOMBb30BAaTeNd, KAKIOTO CPEACTBA 3alIMTHI U B OTHOLUEHWHU TOGOro
O0BEKTa 3alUMTHl JOKEH OCYLIECTBJIATBCA HA OCHOBE MPUMEHEHHS CPEICTB OMEPATUBHOIO KOHTPOJS M
PETHCTpallMM W JOJDKEH OXBATbIBATh KAaK HECAHKLMOHUPOBAHHbBIE, TaK MU CaHKLIHOHUPOBaHHble NeHCTBUS
TI0JIB30BaTeNEH.

Kpome Toro, sddexruhas cucrema obecrneuenus MH(OPMALHMOHHON Ge3onacHocTH TpebyeT HanHums
alIeKBaTHOM M BceoOBeMMOLIEH HHPOPMALMH O TEKyILEeM COCTOSHHH TPOLECCOB, CBS3AHHBIX C ABWIKEHHEM
HH(OPMALINK H CBEAEHHH O COBIIFONEHHH YCTaHOBJICHHbIX HOPMATHBHBIX TPEOOBAHHIA, & TAKXKE AOMOJHHTEIBHOM
MHQOPMALHK, HMMEIOWEH OTHOLIEHHE K NpUHATHIO pewieHuid. HHdopmauus nomkHa 6bITh HaZIe)KHOM,
CBOEBPEMEHHOH, IOCTYNHOM W NPaBHIbHO 0(hOpPMJIEHHOIA.

Hepocratku cucrembl obecrieyenus HH(POPMALIMOHHOK G€30MaCHOCTH, BbIABIEHHbIE COTPYAHHKAMH
HHeTutyTa 10MmKHBI HEMEIIEHHO TOBOANTHCS A0 CBENCHUS pyxosoautens MHCTHTyTa W onepaTHBHO ycTpaHsThes.
Bompockl, koTophle KaKyTcs He3HAYMTETBHBIMH, KOTIA OTE/bHbIE NpOLECCHl PacCMATPHBAIOTCS H30JMPOBAHHO,
TIpH pacCMOTPEHHH WX Hapsdy ¢ OPYTMMH acleKTaMH MOTYT yKasaTh Ha OTpHLATE/IbHbIC TEHAEHLHH, Tpo3sinue
TIePEpacTH B KpyMHBIE HENOCTATKH, €C/TH OHH He Gy/IyT CBOEBPEMEHHO YCTPAHEHBI.

6. Mepb! obecneuenns nadopmManHonHoii GezonacHocTH
Bee Meper oGecnieuenns GesonacHoctn UC nompasaensiores Ha:
6.1. 3aKoHoaaTe/IbHbIE (IPABOBbIE) MePbI 3aLIUThI

K npaBoBbiM Mepam 3ammThl 0THOCATCS AelicTByIOWME B CTpaHe 3aKOHbI, YKa3bl H HOPMATHUBHbIE AKTbl,
PErIaMEHTHpYIOLIMe NpaBuila oOpalleHus ¢ MHGbOpPMaLMel, 3aKpemIsoLe npaBa ¥ O0A3aHHOCTH Y4aCTHHKOB
MH(OPMALMOHHBIX OTHOIUEHWH B Mpolecce HX 00paGOTKM W HCTIONB30BAHMSA, & TaKKe YCTAHABIHBAIOLLHE
OTBETCTBEHHOCTE 33 HAapyINEHHA STHX NpaBui. IIpaBOBble Meph 3aIUMTBI HOCAT B OCHOBHOM YIIPEKAAIOLIUH,
NPOGUIAKTHYECKMH XapakTep W TPeGYIOT MOCTOSHHORN PasbACHHUTENBHOM paboThl € MONB30BATENSIMH U
obcimysxuBaroLuM nepconanom UC.

6.2.  MopaabHO-3THYECKHE MePbI 3ALHThI

K MOpanbHO-5THYECKHM MepaM OTHOCATCH HOPMBI MOBEEHMS, KOTOpBIE TPaAMLUMOHHO CIOKHIUCH WIIH
CKJIANIBIBAIOTCSA 0 Mepe pacnpocTpaHeHHs MH(MOPMALMOHHBIX TEXHOJOTHH B 0o0lecTBe. OTH HOpMBI GoJbliek
HacThIO HE SBISAIOTCA OOA3aTENbHBIMH, KaK 3aKOHOLATEIHHO YTBEPXKAEHHBIE HOPMATHBHBIE aKTHI, OJHAKO, WX
HecoOoleHrHe MOXET MPUBECTH K MafeHHIO aBTOPUTETa, TpecTrka uenoBeka, rpynnsl nuu unu MHctutyra B
ueaoM. MopabHO-9THYECKHE HOPMBI GBIBAIOT KaK HeMHMcaHble, Tak M NIHCaHble, TO €CTh O(OpPMIIEHHBIE B
HEKOTOPbIH CBOA (yCTaB) MpaBWJI MIM TpeITHCAHMIA. MopanbHo-3THYECKHE  Mephl  3aLMThl  ABASIOTCS
NPOQUIAKTHIECKUMH M TPEBYIOT MOCTOSHHOM paboTBl MO CO3MAHHMIO 3MOPOBOTO MOPAIBHONO KiIHMATa B
KOJUIEKTHUBE.

6.3.  Texmosornueckne Mepbl 32U THI

K nmannomy Bumy mep zammTel oTHOCATCA PasHOro pofia TEXHONOTHYECKHE pELIEHHS W TMpHeMbl,
OCHOBaHHBIE HAa HCMOJb30BAHMH HEKOTOPbIX BMAOB  H3GLITOUHOCTH (CTPYKTYpPHO#,  hYHKLMOHABHOM,
MH()OPMALMOHHOM, BpeMeHHOH M T.1.) W HAlpaBNCHHBIC HA YMEHbLICHHE BO3MOXHOCTH COBEpLUCHMS
COTPYAHMKAaMH OLIHOOK U HAPYLIEHHH B paMKax NMPea0CTABIEHHBIX UM NpaB M MOJHOMOYHHA.

6.4.  OpranusannoHHbIe (aaMHMHHCTpPaTHBHbBIE) MepPbI 3AIHTAI

OpraHu3auMOHHEIE (aIMHHHCTPATHBHBIE) MEpBI 3alMUTBl - 5TO Mepbl OPraHM3aLMOHHOIO XapakTepa,
PETTIAMEHTHPYIOIME MPOLECCH (PYHKUMOHHUPOBAHHS CHCTEMBI 06PaGOTKH MHOOPMALMH, HCMONB30BaHHE ee
PECYpCOB, IEATENBHOCT 0OCITY)KUBAIOIIEro NepcoHata, a Takke MOpPSLOK B3aMMOJEHCTBHSA MOJIb30BaTENel ¢
CHCTEMOH TakMM 00pa3oM, YTo6bl B HAMGOJIbLUET CTEMEHH 3aTPYAHUTL UM HCKTFOUHTD BOZMOKHOCTE peanuzaunu
Yrpo3 6€3011aCHOCTH WM CHU3HTB pasMep NOTephb B ClIyuae UX peanu3aLum.



6.5. DopMHupoOBaHHe NOJHTHKH 6e30NaCHOCTH

I'naBHast uens anmumMcTpaTHBHBIX MEp, TpeNNpHHMMAEMbIX Ha BEICIIEM YIPaBIeHYeCKOM YPOBHE -
c)OpPMHpPOBATE MOMUTHKY B 06/1aCTH 0GecieueH s GesonacHocTH HHDOpMaLKK (OTpakarolyro Noaxoasl K 3awure
HH(OpMaLKK) U o6ecrieynTs ee BBITIOJTHEHHE, BbIAEIISS HEOOXOAUMbIE PECYPChI U KOHTPOJIHPYS COCTOAHHE ael.

BIMAHHA 1 OTPaHU4EHHUS [IPU ONPEeLEICHHH LieJiel 6e30macHoCTH HHQOPMAaLIMH, ONpeNeNuTh KaKHMH pecypcamu
(MaTepHanbHble, CTPYKTYpHbIe, OpraHH3alMOHHEIE) OHU GYNYT HOCTHTHYTBHI, M HalTh PasyMHbIH KOMNpoMuce
MEY PHEMIIEMBIM YPOBHEM G6€30MaCHOCTH M )yHKLUHOHATBHOCTLIO.

IonwuTHka HwKHETO ypoBHS, OTPpENeNSeT NPOUeNypEl, U NpaBUia JAOCTHXKEHUS Leseil u pelueHus 3anay
GesonacHocTy HHOPMALIMK 1 ACTaNU3UpPYET (PErIaMEHTHPYET) 3TH NpaBuIa:
- KaKOBBI POJIA M 00A3aHHOCTH JOJDKHOCTHBIX JIHL, OTBEYAIOLIHE 3a NIPOBE/IEHHE MOJIMTHKH GE30MacHOCTH
uHbOpMaLHy;
- KTO MMEET NpaBa AOCTyNa K HHYOPMALIHH, KTO H MPH KAKHX YCIIOBHAX MOXKET YHTATb U MOAHDULMPOBATH
HH(pOPMALMH H T.1I.

Honnrhka HibKHETO YPOBHS n0MKHA:
- - IPeAyCMATpUBATL  PErJIAMEHT  MH(OPMALMOHHBIX OTHOLIEHHH,  HCKIIOYAIOIIMX  BO3MOYKHOCTS
TIpOH3BOJILHBIX, MOHOTIONBHBIX MIIH HECAHKLMOHUPOBAHHBIX JCHCTBUI B OTHOLIEHHH HH(OPMALMOHHBIX pecypcoB;
- ONpENeNITh KOWIMIHOHHBIE M HepapXHYecKue NpHUALMIBL M METONBI pasfieleHHs CeKpPeToB M
pasrpaHMyYeHUs I0CTyna K HHpOPMALHHK;
- BBIOMPATh MPOrpaMMHO-TEXHUYECKHE (anmapaTHele) cpencTa npotusonekcrsus HCJI, ayrentudukaumn,
ABTOPH3ALIMH, UACHTHOUKALIMK U OPYTHX 3aLUHTHBIX MEXaHH3MOB, 0OeCNeYHBAIOLMX rapaHTHH peanusaluy npas
H OTBETCTBEHHOCTH CYOBEKTOB HH(YOPMALIMOHHBIX OTHOLLIEHH.
6.6.  Persamentanmus AOCTyNa B IOMEIUEeHns

pecypco (mokymenTo, APM u T.I.). Y6opka Takux nomermenuit nomKHa NIPOM3BOAMTECS B HPHCYTCTBHH
OTBETCTBEHHOr0  COTPYIHHMKA, 32 KOTOPBIM 3aKpEIUIEHbl JaHHbIE KOMIOHEHTBI, ¢ cobmogeHnem  wmep,
HCKIIIOYAIOLINX TOCTYI MOCTOPOHHUX JIUL K 3aLUHIIASMbIM MH(OPMALIMOHHBIM pecypcam.

Bee nocroponnue nuua nomyckarotes B nomerenus ¢ KOMIOHEHTaMH MH(OPMALIHOHHOH CHCTEMBI TONBKO
B IPUCYTCTBHH COTPYAHMKOB UHCTUTYTA.

Ilo oxonuanuu pa6ouero mms, TIOMCIICHHA, B KOTOPBIX Pa3MeLIArOTCs KOMIMOHEHTH] HH(POPMALMOHHBIX
cucreM MHCTHTYTa, NOMDKHBI 3anupaThes Ha kIO, 110 BO3MOXXHOCTH OINE€YaThIBATECS.

B cnyqae ocnamenus nomewenmii CPeACTBAMM OXPAaHHOM CHTHAJM3ALMH, a TakoKe aBTOMATH3UPOBAHHOM
CHCTEMOH NpHeMa M PErHCTPallid CUTHAIOB OT 3THX CPEACTB, MpHEM-CAaYa TaKWX MOMELIEHHH nop OXpaHy
OCYIIECTBACTCA HA OCHOBAHMH CMIELIHAIBHO Pa3pabaTeiBaeMoii HHCTPYKLIHH.

6.7.  Pernamentauus nomycka COTPYAHHKOB K HCIO/Ib30BAHHI0 HHPOPMALMOHHBIX pecypcos

B pamkax paspewmnrtensHoi cucTemsi (MaTpHLEI) [OCTYNa ycTaHaBAMBaeTCA: KTO, KOMy, Kakyo
MH(OOPMALMIO U I KAKOTO BHA AOCTyNa MOXET NMPENOCTABUTE H MPH KAKUX YCIIOBHSAX.

Hormyck monb3oBateneit k paGore ¢ MHGOPMALIHOHHBIMU CHCTEMAMH 1 AOCTYN K MX pecypcaM NOJLKEH
OBITH CTpOro pernamentupoBan. JIro6sie H3MeEHEHEs COCTaBa W MOJHOMOYHH [10J1b30BATENEN MOACHCTEM J0JIKHD
IIPOM3BOIUTECA yCTAHOBJIEHHBIM MOPSAKOM.

YpOBeHb TONTHOMOUME K&KIOTO MOIB30BATES OUPEACNICTCs HHAMBUAYANBHO, cobmonas clemyrolme
TpeboBaHus:

- KXKIBIA COTPYIHUK MOJIB3YETCS TONBKO IIPEANMCAaHHBIMH €My IpaBaMH 10 OTHOLUEHHIO K HHpOpMaLuy, ¢
KOTOpBIMH €My HeoOXoauMa paboTa B COOTBETCTBHH C AOJKHOCTHBIMH  0GA3aHHOCTAMHU. Paciumpenue npas
AOCTYNA U NMPENOCTABJIEHHE NOCTYIA K JOMOJHUTEbHBIM MH(OPMALHOHHBIX pecypeam, B 0643aTeNnsHoM NopsifiKe,
AOJDKHO COIVIACOBBIBATBCS ¢ aAMMHHCTPATOPOM Ge30MacHOCTH HH(POPMALIMK (OTBETCTBEHHBIM 3a OpraHu3aLHMIo
obpaborku [1]1n);

- pykoBonutens HMHcTHTyTa HMeeT mnpaBa Ha TIPOCMOTP MH(OPMALHMKM CBOMX MOAYHHEHHBIX TOIBKO B
YCTAHOBJICHHBIX IPE/IENaX B COOTBETCTBHH CO CBOUMH [OKHOCTHBIMH 00s3aHHOCTAMH.

Bece corpymmuku Uucruryra u OOC/y)XMBAIOIMA  NMEPCOHAN, MOMKHBI  HeCTH NEPCOHATIBHYIO
OTBETCTBEHHOCTh 33 HAPYLIEHHA YCTAHOBJIEHHOIO nopsaka obpabotku HHbopmauuy, mnpasus XpaHEeHHs,
MCNOJIB30BaHUA M MMEPEAAYd HAXOMALIUXCS B HX PACTIOPAKEHHH 3ALUMIIAEMBIX PECYPCOB CHCTEMbl. Kaxibiii
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COTPYAHHUK (TIpH NpUeMe Ha paboTy) NOKEH MOATMCHIBATE 0643aTeNBCTBO O COOMOAEHHH H OTBETCTBEHHOCTH 34
HapyIleHHe YCTaHOBJIEHHBIX TpeOoBaHMii 10 coXpaHeHHo HHpopmaLrk MHCTHTYTa.

O6pabotka I1JIn B komnoHenTax WC [o/DKHA NPOW3BOAMTECA B COOTBETCTBHH ¢ YTBEPXKAEHHBIMU
TEXHOJIOTHYECKUMH UHCTPYKLIHSIMH.

6.8.  Pernamentauus npoumeccoB oGCTyKHBAHHS H OCYIIeCTBJIEHHS MOAHPHKALHMH anmnapaTHbiX M
NPOrpaMMHBIX pecypcoB

B umemix mommepkaHus pexuma MHOOPMALMOHHOM  Ge30MacHOCTM  anMapaTHO-NPOrpamMMmHas
KOH(HrypaLys aBTOMaTU3MPOBAHHBIX PaGOYMX MECT COTPYAHMKOB MIHCTHTYTa, ¢ KOTOPBIX BO3MOMKEH JOCTYN K
pecypcaM HH(OPMALIMOHHOM CHCTEMBI, IOJDKHA COOTBETCTBOBATh KPYTy BO3JNOMKEHHBIX Ha JAHHBIX MOJNb30BATENEH
(byHKUHMOHAJIBHBIX 00S3aHHOCTEHH.

B koMmoHeHTax HH(QOPMALMOHHOW CHCTEMBI W Ha pabouMX MeCTax [OJb30BaTeNed  MOMKHbI
YCTaHABJIMBATHCS M HCIIOJIB30BATLCA JIMLIEH3HOHHBIE MPOTPaMMHBIE CPECTBA.

6.9.  Obecneyenne 0 KOHTPOJb GHUINYECKON LETOCTHOCTH (HEH3MEHHOCTH KOHQHIYpanu) anmapaTHbIx
pecypcoB

OGopynoBaHHe MHQOPMALMOHHBIX CHCTEM, HCIIOIB3yeMOe MIA NOCTYNa M XpaHeHHs MHMOpMaluu, K
KOTOpOMY JOCTYI OOCITy>KHBRIOILET0 MepcoHaNa B MpoLecce SKCIUTyaTallik He TpebyeTcs, Mocie HalafouHbIX,
PEMOHTHBIX H HHBIX paOoT, CBA3aHHBIX C JOCTYNIOM K €r0 KOMIOHEHTaM JOJDKHO 3aKpbIBATCH.

6.10. IloxGop m mMOAroTOBKA MEpcoOHA/A, 00Gy4eHHe M0Ib30BaTe e

Honssosaresu T'UC MHeTuTyTa, a Takke PyKOBOASIUANA M OGCITY)XKMBAIOLIMIA MEPCOHAN JOKHBI ObITh
O3HAKOMJIEHbI CO CBOHM YPOBHEM TOJHOMOYHiA, a TaKkke OpraHU3aLMOHHO-PACMOPSAUTENLHONH, HOPMATHBHOI,
TEXHMYECKOH M IKCIUTYyaTallMOHHOM [OKyMEHTAlUMeH, ompeensiomell TpeGOBaHHS M MOPAAOK 06pabGoTKH
uHdopmarmu B MHCTHTYTE.

Obecnevenne Ge3onacHOCTH WHGOPMALMH BO3MOXKHO TOJNBKO MOC/E BBIPAGOTKM Y [MOJb30BATENE
OMpENeNIeHHOM  KyJIbTypbl paboThl, T.e. HOPM, 0Of3aTeNbHBIX NS HCIIONHEHUS BCEMH, KTO paboTaeT ¢
MH(OPMaLMOHHBIMHU pecypcamu IHCTHTYTa. K TakuM HOpMaM MOXHO OTHECTH 3ampeLieH e MOGbIX YMBILLIEHHBIX
WM HEYyMBILUICHHBIX AEHUCTBMH, KOTOpBIE HApYIIAOT HOPMajbHYIO paboTy KoMNoHeHTOB WC, BbI3bIBAIOT
AOTIOJIHUTENIBHBIE 3aTPAThl PECYPCOB, HAPYLIAIOT LENOCTHOCTb XPaHMMOH M oOpaGaTbiBaeMOH HH(OpMALMH,
HapyIIAIOT HHTEPECHI 3aKOHHBIX MOJIB30BaTeNeH, BIaAeNbLEB WM COOCTBEHHHUKOB.

Bee nomszoBarenn UC pomkHel ObITh O3HAKOMJIGHBI C OPTaHM3AaUMOHHO - PaCIIOPSAHTENbHBIMMU
HokymeHTamMH 10 obecnevenmio GesomacHoctd uupopmaunu ([1]In) HMucTuTyTa, B uactd, ux Kacarolences,
JOJDKHBI 3HATP M HEYKOCHHUTENIBHO BBITIONHATh WHCTPYKUHWM M 3HATh OOIIME OOS3aHHOCTH MO 0GecrnedeHuo
OesonacHocTH HHpOpMaLHK. JloBeneHUe TpeGOBAHUH YKa3aHHBIX 1OKYMEHTOB 10 JMLL, AOMYLIEHHBIX kK 0GpaboTke
3alMINAaeMOH HH(POPMALIMH, AOKHO OCYLIECTBIISTHCS N0 POCIHCE.

6.11. OTBeTCTBEHHOCTb 32 HapyIleHHs YCTAHOBJEHHOr0 MNOPSAKA MOJB3OBAHHSL  pecypeamm
HHPOpPMANHOHHOM CHCTEMBbI

Mepa OTBETCTBEHHOCTH MepcoHana 3a AEHCTBHSA, COBEPIICHHBIE B HApyIUEHHE YCTAHOBJIEHHBIX MPAaBHJI
obecnieyenus Ge3omacHo paboTel ¢ MHGbOpMaLMeH, DOJDKHA OMpPENEIATECS HAHECEHHBIM YLIEpPOOM, HATHYHEM
3710T0 YMBIC/IA ¥ IPYTUMH (DaKTOpaMH [0 YCMOTPEHHIO pyKOBOACTBa MHCTHTYTA.

JUts  peanuzalMy TpHHUMIIA MEPCOHATBHOM OTBETCTBEHHOCTH TOJb30BaTeNel 3a CBOM AeHCTBHS
HEOOXOHUMBI;

- WHIMBUIYyalbHAA HACHTH(UKALMS [0Jb30BaTesel M  WHHUMMPOBAHHBIX MMM  [POLECCOB, T.€.
YCTaHOBIeHHe 3a HUMH uAeHTHQukatopa (login, Username), Ha 6ase KOTOporo OymeT OCYLIECTBISTBHCS
pasrpaHM4YeHHe JOCTYIa B COOTBETCTBHH C MPHHLUIIOM 000CHOBaHHOCTH JOCTYTIA;

- NpoBepKa NOJJIMHHOCTH MoJIb30BaTeNnel (ayTeHTH HKALMSA) Ha OCHOBE MapoJieii;

- peaKuys Ha TMOMbITKH HECAHKLIMOHMPOBAHHOIO JOCTYMa (CHrHaH3aLKs, OIIOKMPOBKA H T.11.).

6.12. Cpencra o6ecnevenns Ge30nacHOCTH HHPOPMANHH

Hns oGecriedenns HHPOPMALIMOHHOM GE30MACHOCTH HCMONB3YIOTCS CIIEYIONINE CPEICTBA 3aLUMTHI:

QusnyecKue CpeacTBa 3alIuThL

OuzyyecKHe Mephl 3aIUUThl OCHOBAHbI Ha NPHMMEHEHHH PasHOrO poJa MEXaHHMYECKUX, 3JIeKTPOHHBIX HMIH
3JIEKTPOHHO-MEXaHH4YECKHUX YCTPOMCTB U COOPYKEHHH, crieunanbHO NpeHa3HaueHHBIX A7 CO30aHuA (QU3HUECKHX
NPEeNATCTBUH Ha BO3MOXHBIX MyTAX MPOHUKHOBEHMS M OCTYMNa MOTEHUMANbHBIX HAPYILUTENEeH K KOMMIOHEHTaMm
CHCTeMbI M 3alIMLIaeMOW WH(OPMALMH, a TaKKe TEXHHUYECKUX CPEACTB BH3YaJIbHOIrO HAOIIOAEHHS, CBS3M W
OXPaHHOM CHUTHAJIU3ALUH.

M obecnievenus Qusnueckodt GesomacHocTH KommoHeHTOB MC HeoGXOmMMO OCYIIECTBAATH psid
OpraHU3aUMOHHBIX H TEXHHYECKHX MEPOINPHATHH, BKIIOYAIOIIHX: TPOBEPKY OOOpYIOBaHHMS, MpeIHA3HAUEHHOT
11 06paboTKH HHpOPMALIUH, Ha: , ‘
- HaJIMYHe CrieliajlbHO BHEAPEHHBIX 3aKJIaIHbIX YCTPONCTR;




- BBEIIEHHE HAONONHUTEIBbHBIX OFpaHI/I‘{eHHﬁ 1o AoCTyny B NoMeLleHus, NpenHa3Ha4YeHHkble A3 XpaHeHus u

- 060pyn0BaHHe cHcTem HH(OpMaTH3aLuu YCTPOHCTBAMH 3alMTBI OT cGoep SJICKTPONUTAHKS U Nomex B
JIMHHAX CBA3H.

Texuuueckue cpencrpa 3aIUUTEI

Texuuyeckue (aHHapaTHO-HpOFpaMMHLIe) MEpBI  3alUTBI OCHOBaHLI Ha HCIIONTB30BAaHUH  pa3THYHBIX
SNIEKTPOHHBIX YCTPOMCTB M CIIELHANIBHEIX [IpOrpaMM W BEIMOHSAIOLIMX (camocTosTENBHO MH B KoMItekce ¢

- CPEACTBA pasrpaHHYeHH s JOCTYIA K HaHHBIM;
- CPEACTBA DPETHCTPalMM [0CTyma K KOMIOHEHTaM  MH(bOPMALMOHHOMN  creTeMmp H  KOHTpons 13a
HCTIONIB30BaHHEM HH(OpMaLHH;
- CPEACTBA pEarupoOBaHKs Ha HapyLIeHHs PeXH1Ma HHpOpMaLoHHO# GesomacHocTy .
H

- HIEHTU()HUKALMS U ayTEeHTH()HKALKSA TI0JIb30BaTe el TIpH TIOMOIIIH MMEH WIIH CreLHabHbLX anrnapartHerx
cpexacts (Advantor, Touch Memory, Smart Card u T.IL.);
- PETJIaMeHTalna M ynpaBieHue AOCTYIIOM MONB30BaTeNel B NIOMCLUEHNUS, K (DU3HYeCKUM K JIOTHYeCKUM
YCTpoiicTawm;
- 3allMTa OT NPOHHUKHOBEHUS KOMIBIOTEPHBIX BUPYCOB U Pa3pYLIMTENILHOIO BO3AEHCTBUS BPENOHOCHbIX
nporpamum;
- PeTHCTpaLks BCex neicTeHii monmp3opaTens B 3ALMLIEHHOM >ypHase, Haauupe HECKOJIbKUX ypoBHeii
PerucTpanuy; ‘
- 3allliTa NaHHBIX CUCTEMBI 3aIMThI Ha daiinosom CepBepe OT KocTymna TIOJIb30BATENeH, B YbH OSKHOCTHDIE
0053aHHOCTH He BXOIUT pabora ¢ MH(bOpMaLKK, HAXoasLelcs Ha HeM.

Cpexctra upentuduranuy u ayTEHTH(HUKALIMK MONb30BaTE efi

B umenax NPEnoTBpaleHus paboTel c pecypcamu IC noctoponnux L HeOOX0aUMO ofecreynTy
BOSMOXHOCTL  pacriosHaBaHMs — kaxoro JICTAJILHOTO  0/1b30BaTENs  (MsTH Tpynn  nonesosareneit). Jing
HIEHTHHKALE MOryT TIPUMEHATECA pasinu4YHOro poga YCTPOMCTBA: MarHUTHbIe KapTOuKH, KIMOYM, K1oyeppie

AyTeHTH(}HKaLus (nonTBepxneHue TIOATTMHHOCTH) MOJTB30BAaTeNeH TaKoKe MOKET OCYLIECTRASTLCS:
- TTyTeM NPOBEPKH HaNHuus y TNI0JTb30BaTe el Kakux-11u6o CHELHANBHBIX YCTPOHCTB (MarHHTHbIX KapToyek,
KIIFOYeH, KITIOYEBBIX. BCTABOK U T.A.);
- IIYTEM NPOBEPKH 3HAHUSA UMM naposei;
- ITyTeM NpPOBEPKH YHHKAIBbHBIX tbusHueckux XapaKTepUCTHK M lapaMeTpoB camuX nosb3oBatesei npu
TTOMOIIIY CIIeLIHATbHBIX OxoMeTpHyeckmx YCTpO#CTB.

Cpexncrra pasrpaHnYeHus nocrymna

30HBI OTBETCTBEHHOCTH W 3a1a9K KOHKPETHBIX TEXHHYECKHX CPEICTB 3aIUMTEI yCTaHABIMBAIOTCS Hcxons

Texumueckue cpencrpa PasTpaHUYeHHs NOCTYNa noMkHbI Mo BOSMOXHOCTH OBITE COCTaBHGH wacThio
CIMHOM CHCTEMBI KOHTPOJIA JoCTyna:
- Ha KOHTpOJIMpyeMyIo TeppUTOpHIo;
- B OTI€/IbHBIE IOMELIEHHS;
- K KOMITOHEHTaM HH(OPMaLHOHHO] CPEIEI M 5IEMEHTaM CHCTEMbI 3aIUTE] [IIH (busnueckuii nocryn);
- K HHpOPMaUHOHHEIM pecypcam (mokymeHTam, HocHTeam HHbOpMaLmK, daiinam, HabopaM pamHbIx,
4pXHBaM, CIIpaBKaM H T.11.);
- K aKTHBHBIM pecypcam (IpUKIaaHbim NporpamMmanm, 3anavam u T.13.);
- K ONepaliHOHHO# cHCTeMe, CHeTeMHBIM TIpOrpaMMam u Nporpammam 3amquTer.

Cpenctsa obecrieuenus u KOHTPOJIA LEeIOCTHOCTH

Cpenctea obecreuenus LICMOCTHOCTH BKIIIOYAIOT B CBOM cocTap CPEACTBa pe3epBHOro KOMNHPOBaHus,
TIPOTPaMMBI aHTHBHPYCHOH 3aILuThI, MpOTPAMMBI BOCCTAHOBNEHHS LeNOCTHOCTH OMEPaLHOHHOH cpenbl M Gas
NaHHBIX.

CpencrBa  komtpons LEJIOCTHOCTH  MH(OpMaLHOHHEIX PeCypcoB  cucrem npenHaznayeny s
CBOCBPEMEHHOIO OGHAPY KeHHS MOIH(HKALHH WIH HCKaXKeHHs pecypcos cuctembl. OHU M03BOMISIOT obecrie4uTs
TIPaBUITBEHOCTE (YHKIMOHMPOBAHMS CHCTEME] SalLMTBI H LEIOCTHOCTE XPaHHMOT 1 obpabarsiBaemoii HH(OpMaLpy.
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KonTponb wenoctHocTH HHOOpMauMM W CpeNcTB 3alIMTBL, ¢ LENBI0 O0GECIeueHUs HEU3MEHHOCTH
MH(OPMALIMOHHOH  Cpeflbl, OMNpeleNseMOi TMpeXyCMOTPEHHON TeXHONOTHeik 00paGoTKH, © 3alUMTBl OT
HECaHKLMOHHPOBaHHON MOAH(UKALMH HHDOPMALIMK JO/KEH 00eCeurBaThCs:

- CPEACTBAMH pasrpaHHYeHHs NOCTYNa (B MOMELLUEHHs, K JOKYMEHTaM, K HOCHTeNIM MHAOPMALuH, K
cepBepaM, JIOTHYECKUM yCTPOUCTBAM U T.11.);

- CpPENCTBAMH 3JIEKTPOHHOM MOMIHCH;

- CPECTBAMH TOACUETA KOHTPOJIBHBIX CYMM (fUIS HCTIONb3YEMOTo IPOrPaMMHOTO 06ecrieueH s ).

CpencTsa onepaTMBHOTO KOHTPOJIS M PETHCTPALIMK COGBITHI 6€30MaCHOCTH

CpenctBa 0GBEKTHBHOTO KOHTPOJIS JOJDKHBI 0G€CTIeYMBaTh OGHAPYIKEHHE H PErucTpaumio Bcex coOhITHiA
(meficTBuii nonp3oparenet, monsirok HCJI v T.11.), koTOpbIe MOTYT MOBJIEYb 32 COOOH HapyleHHe Ge30MacCHOCTH U
TIpHBECTH K BOSHHKHOBCHHIO KPU3HCHBIX CHTYaLMi. AHanu3 coGpaHHOH CpeicTBaMH perucTpaund HHGOpMALMu
TMO3BOJIAET BBIABUTL (hakTbl COBEPIUCHMS HAapyIUEHHWH, MX XapaKTep, MOACKA3aTh METOH €ro pacciieoBaHus W
crocoGbl MOMCKa HAPYLIMTENA M HCIpaBleHUs cuTyauuu. CpencTBa KOHTPOJIS M pETUCTPaLHH JO/DKHbI
IPEIOCTaBIIATh BOSMOXXHOCTH:

- BEJICHHA M aHaJTH3a JKYPHAIIOB PETUCTPaLMK COOBITHH 6€30MacHOCTH (CHCTEMHBIX 3Ky PHAIOB);

- TIOJTy4eHHs TBEPIOH KOMKH (TIe4aTH) jKypHaIa PerueTpauuu coObITHI 6e30MacHOCTH;

- YTOpA04CHHS XKYPHAJIOB, a TAK)Ke YCTAHOBJIEHHs OrPAHHYEHHIT Ha CPOK UX XpaHEeHHs,

- ONEpPaTHBHOIO  OMOBEIICHHA aIMHHHMCTpaTtopa 6e30MacHOCTH HMH(OPMaLMK (OTBETCTBEHHOrO 3a
opranuzaumio o6paborku I1/[H) 0 HapymeHusX.

IIpu peructparuu coGbITHI GE30MACHOCTH B XKypHANE HOHKHA uxcuposatbes cienyrowas HHpopmawms:
= Jata ¥ BpeMs COOBITHS,

- MICHTH(HKATOP CyGBEKTa, OCYILECTBIIAIOLETO PEFHCTPHPYEMOE AEHCTRHE;
- JeHCTBUE (THUI JOCTYIIA).
6.13. KoHTpoJib 5 PeKTHBHOCTH CHCTEMbI 3ALATHI

KonTponb 3¢dekTHBHOCTH 3aIUMThl HHPOPMALMH OCYILIECTBIAETCS C LEBIO CBOEBPEMEHHOTO BBISBJIEHHUS
M NPEJOTBPALEHHA YTEUKH HH(OPMALMK 32 CYET HEeCAaHKLHOHMPOBAHHOTO JOCTYIIA, a TaKKe npeaynpeKaeHHs
BO3MOXHBIX CMELHATbHBIX BO3NEHCTBUH, HAMPAB/ICHHBIX HA YHHUTOXKEHHE MH(OPMALMM, pa3pyLlieHHe CpencTs
uH(popmaTh3auuu. KOHTPOIb MOXET MPOBOAMTECA MPUBIEKAEMBIMH JUTA ITOH LN OpraHU3aUMAMH, HMEIOLUMMHU
JIMLIEH3UIO Ha 3TOT BUJ AESATENBHOCTH.

Ouerka >(QQEKTHBHOCTH Mep 3alIMTBl WHYOPMALMH MPOBOAMTCS C HCHONBb3OBAHMEM TEXHHUECKMX M
TIpOrpaMMHBIX CPECTB KOHTPOJIA Ha NPEAMET COOTBETCTBHSA YCTaHOBJIEHHBIM TPEGOBaHHSM.




IIpomHyposaso,

IIPOHYMEPOBaHO




